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Development of the Reader/Writer for Memory Card with Personal Information Protection Function
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B SUMMARY

In line with spread of the Internet usage, damage
by digital crime is more and more increasing in both
organizations and individuals, and is threatening social trust
of corporations and business opportunities. Furthermore,
computer abuse is giving serious impact to the Internet
business.

JAE has developed a reader/writer for a new type security
card, which adds personal information protection function
to the existing memory card used for contents protection.
For the new reader/writer, we have quickly adopted the
firmware and driver to meet the requirement of security
card.
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2. PIN-SecureMMC (ZDWL\ T

2.1 BR
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2.3 PIN-SecureMMC XicD—4— « S 25%

PIN-SecureMMC #BF L= X —h—EHttlE. ZhZhHAE)—H—REV—E—514
ERFELTVWBA—H—E VIR SLIEILY) TR HY). SEIDOFHRETIELsEH») —5— -
FA12ERRFICAE TSI &SR ELL,

LUHPREBEHYLABDIE. V—4F—F18 IN—R7z7HLVT7—LTzT7) &
Windows ETENIET 2 X217 - RIAINTY, §TIC. EXRELS MMC DY) —4— - 4%
RAREOREBRXCEEN Ho/12720. ThoDFERERZAIRICEHRR TCOTER ZBZEELE L,
N=R 7L EDESmERALE L, I3 ICN—KYx 77Oy 7 %RLET,
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D+ D - Media Control LSI B R Memorystick
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| File Explorer | Application
A A

A 4

| Mass Storage Driver |
A

Reader / Writer

USB Control
MMC Control PIN-SecureMMC

PIN-SecureMMC
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MhhET, £/-F14 77 PIN-SecureMMC (ZX3 L. PIN (Z £ 2R %175 BE%Es
& TN /BB EITHOBEBBF CIERINET,

BAFE Y], PIN-SecureMMC P £/ X —h—THEPTH-//2HIC, V—4F— + 1%
DRERXCFHMA IC A E A PIN-SecureMMC DAFEEERA D A VIEN D Z EAFHREIN T L,
ZZ T ZDOAFREEREDH D702 MBPEFCOFEEHL»STOT I T EEERICIT.
BOICKMEEY TV (FIANBELP)—E— « T41%) 2XA—H—IRETHZEICES
T. D— KRB A—H—IZH73 PIN-SecureMMC FASEABIOGEHEEBIEE LE L.
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2.4 J—=45— . F1494H

2.4.1 USB ft#

MR X~ PC #Z#thF. USB Mass Storage Class (CEH#LL /- USB AR EFIET /N1 R
ELTRBEINE T,

QUSB1F v+ IEBL TRIFICABEDXAE)—H—RICT7I7 L XAIEETT, (WHIET
BAEY—H—KIF6IEXETT, )

3 Windows XP &0/ XV 2 Tk IS, OS IZHEIZH D K51/ (usbstor.sys) %1
T30, BEHOTNAZARSANHPRETT,

@ USB F—4#&1%x 7’0 r3JLid. Bulk only 3% (12Mbps) (CXISLTH £ T,

® USB F—4#mx A~ Kid UFl O REEALTEYET,

@®@NZRINT—TDFERAIFTEET,

2.4.2 ZpL—T {13
(D CompactFlash i 3.3V/True IDE Mode (ZXFIGLTH N T,
(2 SmartMedia (3 3.3V FRICHICLTHY £,
(3 SmartMedia @ ID #EEICIIIIEL TV ER A,
@ CompactFlash @ I/0 % (EFL. LAN &) OA—RIZIEMIELTWER A,

2.4.3 X
@ USB #A&ICBIL T FECICEEHLL THN E T,
* Universal Serial Bus Specification Version 1.1
* Universal Serial Bus Mass Storage Class Specification Version 1.0
(2 CompactFlash #1&ICBIL T FRCICERMLTHY £ T,
- CompactFlash Specification Version 1.4
3 SmartMedia #1& (ICEAL T T RCICEILTHY) £,
+ SmartMedia Version 1.10
@ Memorystick FRIZICRAL T T ECICEMLTH YT,
* Memorystick Version 1.3
©® SD XEYUH— RRRBICBIL T TECICEALTH W E T,
+ SD Memory Card Specification Version 1.0
® MMC A& (CBAL T T RBICEMLL TH Y T 75
+ MultiMediaCard Specification Version 1.0
@ SecureMMC FRIICBIL T FEEICER L TWET,
+ SecureMultiMediaCard System Specification Version 1.00
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2.4.4 3thE OS
TED OS ML THNET,
* Microsoft Windows XP Professional
* Microsoft Windows XP Home Edition
F/=. BIEEKICISU. TEC OS ([CHMICAIRET T,
* Microsoft Windows 2000 Professional

2.4.5 0Ot

D SD *EH— KDEIEHEIREREBE (SD Secure API) (CXIBELTVE T,
BIEEARNDY 12— 7Ry JZART7 TV —oa i Ber)ET,)

@ SD *EUH— KOEEHERERFELFIAT 27200, SD secure API XIS R 1/3Y 7 b

ERHEHLEY,

(BI5& SDA™® & NDA ZZHICBWTAFTERSANVY TR HYET)

QAT =T 1y VDEEHERERAGE (T v 77— IZBHIELTVER A,

@ PIN BEHHEEEICIE LTV E T,

(® UDAC-MB #R1&(CHITIERIBET T,

%6 SDAId (1) RZ. MMTEREE (%) . KE SanDisk #» I L K TT,

BEE13SHARELE6 EBEDAT)—H—FICHIELE)—4— « F442T. 2002 F£ND
CEATEC I(CHEE L% L7/, FEIC CompactFlash XY Z& Memorystick X7 &,
EEICMMC/SD *E)—H—RKHI%Y42& SmartMedia BaX V2 5ERBLTHNE T, &
B, ¥M7ARSA1TH—=RICHRIELELAEDT, EH6FEFEDH—RICHISELE L,

NV EDERERICUSB 722 FKELTHYN. ThZEhDOXE)—A—RIIHIC U7
TI7EZXALED HEELTVET,
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3 PIN-SecureMMC % fi>7-24 55 5

3.1 NV &HIEY B HHE

D OS DIEEIFLVOT AL 2 EIMTB LI LV B G EREHRR TEET,
QA7) —>t—N—%Oy 7 $BIEICEY) . BOLTEBEFETEZEN TEET,
QI FAINRTAIN GBI RELET 7RI T 52 EN TEET,

3.2 1—H—&i#

DINRT—R%&3DETERTEB/0
« 3ATI1¥D PIN-SecureMMC #%#H1EF
« 3DM/XV AL E1HD PIN-SecureMMC T{FEH
< INZT—ROREBIEICE 2 tFx 1) 71— DREBIEICKY) BE LRI F A BETEET,
QLB T —2OBEIECEBFIEEITI I EICLNFEIADLAIL (EIEH KEHE.
IN—RE) ISIECTEF 2T — 58 {ET B EN TEET,
QLB T—RIO—HIVTRIT - BHTRIEN TEEDT. PEARNTDIATLIBENIR
SICTEEY,

4 &IV

SEOBERETIEISHETCICE 7 7—L717. RIAN\BERBMOERELT. #HIC
PIN-SecreMMC %A L7z PIN (K 2FBRHHEREZ Y R— M B2 &N T&. fthrt&IdZERNE
L) —4— « SA2ERETEIIEN TEEL,

INBIXAR)—H—RPEDExa) 77— REEEIL. SEEREPHGET —2EDE(FERE:
FTHL BAFAEERECHIZBEROGES L TOMEEZIFOIET. I5LIRMANH
BEINET, SEOATE)—D—RFOERIEADIICR. USB2.0 NOMIEHIRETHTT, *
eI A HERIDELEERLUANDREREEAZ. USB LD A > 2—T7 1 —ZANDIIER,
XTI LSHENDBHEABIRETH T,

GE1) AEBV=RTAv 7. XT9IF—MAEURT 1y 7l VIR EHDEEEE
BT,

G£2) 232U KI7Fvy>a (Compact Flash™) [$:KE SanDisk Corp. DE $3iE
T,

(G£3) R¥—bhAF17 (SmartMedia™) EMABHTZDOEIETT,

(F4) SDAEU—DH—FRIMAXEHERZ. MTEHFMAKXS1E. KE SanDisk Corp
DHERIFARICELDZAE)—H—KTT,

GE5) “ILFAF1TH—K (MultiMediaCard ™) 3% Infineon Technologies AG
BEHREIETY,

(;£6) Microsoft & & U Windows (4K [E Microsoft Corporation DKEH LI Z D
fBDEIZSH TR E 2 IEEHFEIE T,
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